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OcCHOBHBIE 0O0O3HAYEHUSI

V., - MHOXeCTBO MPUBAaTHBIX aKKAYHTOB

Vo
Vs

- MHOXXECTBO OTKPbITbIX dKKAYHTOB

A - CKPbITbI€ IIapaMETPbI IIPUBATHBIX dAKKAYHTOB

vs.ap = argmax Py (vs.a = a;; G).
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3BeCTHBI TOIBKO BO3MOXXHbIE 3HAY€HUS CKPBITHIX
MapaMeTPOB M3 OTKPBITHIX Mpoduiei

|Vo.ail

\&

Ppasic(vs.a = ai;G) = P(vs.a = a;|V,.A) =
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MeTozbl UCITONb3YI01HE CBA3U

Friend-aggregate model (AGG)

M3BecTHbI Apysbst ipodus (V. ). PaccMaTpuBarOTCs TOTBKO
OTKPBITHIE TPOPUIIH.
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where V, = {vo € Vo|3(vs,v0) € E} and Vi.a; = {v. €

Vi|ve.a = as}.

Pacgg(vs.a = ai;G) = P(vs.a = a4

Collective classification model (CC)

Mogenb UCTIONB3yeT He TONIBKO CBI3U MEXIY OTKPBITHIMU MPOPUISIMU U
paccmatpuBaeM. Ho Taroke U CBSI3U MeX/y TIPUBAaTHBIMU TTPOPUISIMU.



MQTO,Z[I)I HNCITIO/ZIB3YHOLUITHNE CBA3U

Flat-link model (LINK)

Mcmonp3yeTcst MaTpuiia CMeXHOCTH Irpada. Y KaXKI0ro noirb30BaTesis B
CTPOKe 3arCcaHbl OMHApHBIE TPU3HAKH, OTBEYAIOLVie 3HAYEHUSIM
CKpPBITOTrO ITapaMeTpa. CTaBUTCI eUHULIA, €C/IN Y MOIb30BaTe s eCTh

I PY3bs1 C STHUM.

Blockmodeling attack (BLOCK)

[Tonp3oBaTenu geaaTCs Ha 6/I0KYW B 3aBUCUMOCTH OT 3HAYEHH S CKPBITOTO
aTpubyTa. PaccmaTpuiBaeMm CBsI3U MeXAY OJIOKaMU.
1

Pprock (vs.ai; G) = P(vs.a:|Vo. A, E,X) = Es-im()\i, A(v))

sim() - gyHKUIUA cxoACTBa

A - BEKTOP CBsi3eit 6JI0Ka C UHAEKCOM i ¢ IPYTUMHU OJTOKaMH

A(v) - Bexrop cBsizeil monb3oBaTesns ¢ 610KaMU



MeTogbl vicionb3yroume
MPpYUHAAJIC)KHOCTD K I'DYIITIIaM
Groupmate-link model (CLIQUE)

Kaxzaas rpyrina paccMaTpuBaeTCs KaK KJIMKa Apy3eu. Jlanee npuMeHsieTcs
OLVH U3 METOZI0B, OCHOBAHHBIX HA CBSI3SIX.

Group-based classification model (GROUP)
Kaxmas rpymma paccMarpuBaeTcst Kak MpU3HAK I Kimaccrudukaropa. Ho

HY)XHO BBIZIEJISAT TPYTIIbI, KOTOPbIE OYAYT e CTBUTETBHO IMOJIe3HBI.

Entropy(h) = — >, p(a:) log, p(a;) plai) = :Ti:.;;'lfg

DHTpONUS BBOGUTCS /11 U3MePeHUsI OZHOPOJAHOCTHU IPYIIBI.

OTOT METOZA, COCTOUT U3 TPeX LIaros:

1. Brigensrorcs 3HaYMMBbIe TPYIIIBI

2. Kmaccudpukarop oOydaercst HA OTKPBITBIX aKKayHTaX

3. Omnpenensitorcsi 3Ha4eHUs1 CKPBITHIX TAPaMeTPOB JJIs1
MPUBATHBIX aKKAyHTOB

LINK-GROUP

CMmeraHHbIN MeTOZ,. Mcronb3yeT CBA3U U IPYNITbl KaK HPU3HAKM.



PesynbraTsl sKkcriepuMeHTa

Table 1: Properties of the four datasets.

PROPERTY FLICKR FaceEBoOOK DOGSTER BisSonomy
Number of users 9,179 1,598/965 2,632 31,715
Number of links 941,677  86,007/33,597 4,482 N/A
Number of groups 47,754 2,932/2,497 1,042 132,554
Average in-sample degree 142 108/70 1 N/A
Average number of groups per user 162 24 /25 1 98
Average group size 31 10/9 3 9
Largest group size 4,527 290/221 118 7,182
Percent links between nodes with the same label — 23.5% 49.9%,/40.3% - N/A
Number of possible labels 55 2/6 7 2
Sensitive attribute location  gender/polviews  breed category spammer

Table 2: Attack accuracy assuming 50% private profiles. The successful attacks are shown in bold.

ATTACK MODEL Frickr FACEBOOK (GENDER) FACEBOOK (POIVIEWS) DoOGSTER BIBSONOMY
BASIC 27.7% 50.0% 56.5% 28.6% 92.2%
Random guess 1.8% 50.0% 16.7% 14.3% 50%
BLOCK 8.8% 49.1% 6.1% - -
AGG 28.4% 50.2% 57.6% - -
CcC 28.6% 50.4% 56.3% - -
LINK 56.5% 68.6% 58.1% - -
CLIQUE-LINK 46.3% 51.8% 57.1% 60.2% -
GROUP 63.5% 73.4% 45.2% 65.5% 94.0%
GROUP (50% node coverage) 83.6% 77.2% 46.6% 82.0% 96.0%

LINK-GROUP 64.8% 72.5% 57.8% -
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Accuracy with varying group size on Flickr

100.0%

80.0%

g 60.0%

5
E 40.0%
20.0%
0.0% =—
20 70 100 500 5000
—— Accuracy 67.5% 72.1% 71.3% | 67.5% @ 63.5%
Node coverage 96.9% 99.0% 99.3% 99.8% 100.0%
Group coverage 75.53% 91.7% 942% 99.2% 100.0%
=—#—Baseline 272.7% 27.7% | 27.7% | 27.7% | 21.7%
Maximum group size
(a)

Accuracy with varying % public profiles per group

100.0% |
B0.0% |

|
g 60.0% |
5 |
g 40.0% |
< » - - - -
20.0%
0.0% |
0% 0% 50% 70% 90%
= AcriiraCY 75.0% 77.1% B83.0% 83.4% 100.0%
Node coverage B8.1%  B3.3%  52.3%  13.8%  0.02%
bt facaling 27.7% 27.7% 27.7% 27.7%  27.7%

Minimum percent public profiles per group

(c)

Accuracy with varying entropy on Flickr
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Accuracy for users who do not join low-entropy

groups
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BpiBoabI

» PaccmoTpena mpo6sieMa mpyUBaTHOCTH

» [lokazaHo, 4YTO MeTOAbI, OCHOBAHHBIX Ha
MHPOPMaIIH MPUHAJIEXXHOCTH K IPYIIIaM,
MMeloT OoJiee BBICOKYIO TOYHOCTD

» [lomyyeH crtoco6 MOBBIIIEHUS 3AIIHUIIEHHOCTH
MIPUBAaTHOU MHPOPMAITUU AaKKAYHTA
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